The right to privacy has usually been considered as the most prominent fundamental right to protect in data-intensive (Big Data) health research. Within the European Union (EU), however, the right to data protection is gaining relevance as a separate fundamental right that should in particular be protected by data protection law. This paper discusses three differences between these two fundamental rights, which are relevant to data-intensive health research. Firstly, the rights based on the right to data protection are of a less context-sensitive nature and easier to enforce. Secondly, the positive obligation to protect personal data requires a more proactive approach by the EU and its Member States. Finally, it guarantees a more comprehensive system of personal data protection. In conclusion, we argue that a comprehensive system of data protection, including research-specific safeguards, is essential to compensate for the loss of individual control in data-intensive health research.
Introduction
Over the last decade, technical possibilities for collecting, re-using and linking data related to individuals have increased tremendously. Moreover, data sharing for health research purposes is increasingly being presented as an ethical and scientific imperative.1 The effectiveness of certain traditional approaches that govern the use of data in health research is, however, decreasing in the era of Big Data. It has been indicated that a strict 'consent or anonymise approach' neither sufficiently allows for progress in data-intensive health research, nor adequately protects individual rights and interests.2 In addition, the large scale re-use of data is difficult to reconcile with certain data protection principles, such as purpose limitation and data minimisation.3 The current debate is about what form laws and information governance -consisting of organisational and technical measures -should take to allow for progress in dataintensive health research while effectively protecting fundamental rights and other morally relevant interests. This debate usually revolves around the right to respect for private life (hereafter: the right to privacy) as the key fundamental right to protect. Within the EU, however, an independent fundamental right to data protection gradually emerged in addition to the right to privacy.4 After its separate recognition in the EU Charter of Fundamental Rights, the right to data protection acquired a prominent position in the EU General Data Protection Regulation 2016/679 (GDPR), which will apply from 25 May 2018. Article 1(2) of the GDPR unambiguously affirms that it protects fundamental rights and in particular the right to data protection. This is in contrast to the current EU Data Protection Directive 95/46/EC, which protects in particular the right to privacy with respect to the processing of personal data. This change in emphasis is reflected throughout the whole GDPR and therefore also in provisions related to health research. Article 9(2i) of the GDPR is such a provision, which only allows the use of special categories of personal data in health research without consent, when the law provides a derogation that respects the essence of the right to data protection. It largely remains unclear what this shift from the right to privacy to the right to data protection in the EU means. There is an ongoing debate about the differences between both rights and the rationale for introducing data protection as an independent right.5 This uncertainty could negatively impact a coherent interpretation and implementation of both fundamental rights and the provisions in the GDPR relevant to data-intensive health research. The aim of this paper is to clarify this matter by discussing whether there are differences between the right to data protection and the right to privacy relevant within the context of data-intensive health research.
A Right to Data Protection in the Charter of Fundamental Rights of the EU
In the EU, a fundamental right to data protection sits alongside the right to privacy. The Charter of Fundamental Rights of the EU (the Charter) contains a right to the protection of personal data in Article 8 (the right to data protection), in addition to a right to respect for private life in Article 7 (the right to privacy). In 2009, legally binding force was granted to the Charter in the Lisbon Treaty and the Charter acquired the status of primary EU law. According to its preamble, the Charter "reaffirms" fundamental rights in the EU and makes them "more visible" to strengthen the protection of those rights. Some scholars, however, underline that the Charter did not reaffirm or make the right to data protection more visible, but actually created such a right in addition to the right to privacy.6 Moreover, the impact of the right to data protection as a separate right is increasingly visible in case law of the Court of Justice of the EU european Journal of health law 24 (2017) 1-13 (CJEU).7 In addition, as mentioned above, Article 1(2) of the GDPR now clearly affirms that the Regulation 'protects fundamental rights and freedoms of natural persons and in particular their right to the protection of personal data.' In addition, familiar terms, such as "privacy by design" and "privacy impact assessment" have been replaced in the GDPR by "data protection by design" and "data protection impact assessment" (Articles 25 and 35 of the GDPR). Nearly all other references to privacy or the private life have also disappeared in both the legislative text and the recitals.
This way of framing data protection norms in the Charter, the jurisprudence of the CJEU and the GDPR is different from how it has been framed in traditional data protection instruments and case law of the European Court of Human Rights (ECtHR). In the Organisation for Economic Co-operation and Development (OECD) context, national laws on data protection are typically referred to as 'privacy laws' .8 In Convention 108 of the Council of Europe and EU Directive 95/46/EC, data protection norms are presented as serving in particular the right to privacy. Since the right to data protection, as such, is not included in the European Convention on Human Rights (ECHR), the competence of the ECtHR is limited to personal data processing activities that fall within the scope of Article 8 ECHR, or another right in the ECHR. Personal data processing could fall within the scope of Article 8 ECHR, when the personal data processing engages aspects of the private life. Whether this is the case, depends on the nature of the data, the context in which the data is processed, the way the data is used and the results of the processing.9
Furthermore, it should be taken into consideration that the Charter, in itself, is different from traditional human rights instruments, such as the ECHR, in a complex way.10 The Charter is not a freestanding bill of rights with a universal scope. According to Article 51 of the Charter, it applies to EU institutions and Member States only when they are implementing EU law. Nevertheless, EU and Member State law should, as a minimum, be in accordance with the Charter. Consequently, a provision in EU or Member State law could no longer be applicable when it is in conflict with the Charter.11 An important function of the Charter, therefore, is to guide the implementation and interpretation of EU law, including the GDPR.
How Data Protection Differs from Privacy
At first glance, it seems like the right to data protection has dethroned the right to privacy as the key fundamental right to protect, according to Article 1(2) of the GDPR. A closer study however reveals that the reality is more complex, mainly because of the complicated relationship between both rights. In the Charter's explanatory memorandum, it is emphasized that the right to data protection is partially based on the right to privacy.12 Unfortunately, the memorandum does not adequately explain the justification of a separate introduction of the right to data protection. In addition, there seems to be a large overlap between the scope of both rights.13 Moreover, both rights serve many of the same objectives.14 This, combined with the difficulties in defining the right to privacy, makes it difficult to draw a sharp distinction between the two rights. A growing number of legal scholars nevertheless agrees that the right to data protection should not be regarded as an element of, or a mere derivation from, the right to privacy. Moreover, they agree that relevant differences between both rights exist.15 Below, we identify and discuss three of the differences between the right to data protection and the right to privacy, that we consider most relevant.
3.1
Individual Rights Decoupled from Privacy Firstly, both the scope and the substance of the individual rights guaranteed by the right to data protection differ from those based on the right to privacy. It is the mere processing of personal data that allows data subjects to invoke their rights based on the right to data protection. The definitions of 'personal data' and 'processing' are broad. According to Article 4 sub 1 and 2 of the GDPR, these terms cover any operation which is performed on any information relating to a natural person who can be identified, directly or indirectly.16 Consequently, almost all forms of personal data processing fall under the scope of the right to data protection, regardless of whether the right to privacy is interfered with.17 In contrast, whether or not the right to privacy is interfered with depends on both the nature and the context of the specific processing.18 This difference in scope is illustrated by some of the judgements of the CJEU. In the Rundfunk judgement, the Court held that "(…) the mere recording by an employer of data by name relating to the remuneration paid to his employees cannot as such constitute an interference with private life". According to the Court, the recording of personal data, by itself, thus did not fall within the scope of the right to privacy, whereas the Court noted that such a recording falls within the scope of the right to data protection since it constitutes personal data processing.19 Furthermore, in the Digital Rights Ireland case, the CJEU confirmed that the retention of personal data also directly and specifically affects the right to privacy, when the "(…) data, taken as a whole, may allow very precise conclusions to be drawn concerning the private lives of the persons whose data has been retained, such as the habits of everyday life, permanent or temporary places of residence, daily or other movements, the activities carried out, the social relationships of those persons and the social environments frequented by them."20 The individual rights based on the right to privacy are, therefore, of a more context-sensitive nature. In addition to the difference in scope, the substantive protection offered by the right to privacy and the right to data protection also differs. This is illustrated by the confirmation of the ECtHR that the right to privacy does not guarantee a general right of access by the data subject to his own personal data.21 This is in contrast to the right to data protection, which explicitly guarantees such a right of access in the abstract, irrespective of whether there is an interference with the right to privacy. Some, however, argue that the ECtHR is currently moving towards the introduction of a more general right of access, based on european Journal of health law 24 (2017) 1-13 the right to privacy.22 This growing willingness of the ECtHR to recognise more general rights, based on the right to privacy, makes it increasingly difficult to discern a distinction between the substantive protection offered by both rights. Differences between the substantive protection offered by the right to data protection and the right to privacy do nevertheless remain.23 These differences may be related to the dissimilar background of the right to data protection, which is also designed to protect non-privacy related interests.
3.2
A More Positive Approach A second difference is that the right to data protection has been designed as a largely positive obligation of the EU and its Member States. To fulfil this positive obligation, governments will need to take affirmative measures to protect personal data. In addition, the right to data protection has been designed to regulate both horizontal and vertical relationships. This is in contrast to the right to privacy, which was originally coined as a mere negative obligation of public authorities to refrain from arbitrary interference with the private lives of individuals.24 The ECtHR still considers this negative obligation as the essential object of the right to privacy.25
Today, positive obligations related to data-processing activities of private sector entities are nevertheless also inferred from the right to privacy. The ECtHR confirmed that states may be required to adopt measures designed to secure respect for the right to privacy, "even in the sphere of the relations of individuals between themselves".26 These positive obligations based on the right to privacy do, however, suffer from a number of limitations. One of these limitations is that the concrete positive obligations stemming from the right to privacy are always linked to particular circumstances. This is because what constitutes these positive obligations is predominantly determined by the ECtHR on a case-by-case basis. These cases do not provide a basis for the more general positive obligations as guaranteed by the right to data protection.27
The right to data protection therefore complements the positive obligations inferred from the right to privacy with explicit positive obligations that are of european Journal of health law 24 (2017) 1-13 a more abstract nature. Consequently, the somewhat blurred distinction between privacy as an essentially negative obligation and data protection as a largely positive obligation is still relevant.
3.3
A More Comprehensive and Systematic Approach A third difference is that the right to data protection rests on a more comprehensive and systematic approach, one beyond individual rights. Article 8 of the Charter guarantees a comprehensive system of data protection norms and explicitly confirms that the principles of fair and lawful processing, purpose specification and limitation, and the requirement of independent supervision are key elements of this system. In addition, data security -consisting of technical and organisational measures to prevent the accidental loss, alteration or unlawful destruction of the data -was referred to by the CJEU as an essential element of the right to data protection.28 Other key elements of EU data protection law, such as accountability and data quality requirements, may also implicitly be guaranteed by Article 8(1) of the Charter. Therefore, the right to data protection does not solely rely on individuals who exercise or enforce their rights, but is also based on a set of duties addressed to a broad range of actors involved in personal data processing. Although some of these duties may correlate with individual rights, this is not necessarily the case. An example is that compliance with data protection rules should be subject to control by an independent authority. A similar obligation, just as comprehensive, may not directly result from the case law of the ECtHR based on the right to privacy,29 especially when it comes to the protection of individuals in horizontal relationships.
The extent to which the right to privacy could embrace similar data protection requirements however remains a complicated matter, since the recognition of data protection norms based on the right to privacy is on a case-by-case basis. Although data security is for instance not regarded as an essential element of the right to privacy,30 a lack of security measures could result in a violation of the right to privacy, especially when it concerns sensitive health information.31 Nevertheless, the right to privacy is not considered to be of a nature to include independent supervision, data security or data quality requirements as its core elements. In other words, the right to privacy does not guarantee a comprehensive system of data protection norms similar to that guaranteed by Article 8 of the Charter.
Relevance to Data-intensive Health Research
In the coming years, the EU and its Member States will need to fulfil their positive obligations based on the right to data protection, which have partially been encoded in the GDPR. Moreover, both public authorities and private sector entities will need to interpret the GDPR in accordance with fundamental rights. The increased emphasis on the right to data protection in the GDPR does, however, not necessarily render the right to privacy less relevant, especially in the context of data-intensive health research. After all, health research usually involves the processing of special categories of personal data, such as data concerning health or genetic data, which often engages sensitive aspects of the private life. The right to data protection nevertheless adds an important layer of protection, as we discuss below.
4.1
The Impact of Individual Rights The individual rights rooted in Article 8 of the Charter could have a significant impact on data-intensive health research. Even though the right to data protection guarantees a system of data protection beyond individual rights, the individual rights of data subjects are still an essential element of this system. This may be why the allowed derogations from some of the individual rights in the GDPR are of a limited nature, especially when these rights are guaranteed by Article 8 of the Charter. Derogations from the right of access and the right to rectification (Article 8(2) of the Charter) for scientific research purposes may only be provided by law 'in so far as the individual rights would render impossible or seriously impair the achievement of the specific purposes(..)' (Article 89(2) in conjunction with Articles 15 and 16 of the GDPR). Moreover, derogations or exceptions from the right to information are not allowed at all when personal data are collected from the data subject himself (Article 13 of the GDPR). This right to information of the data subject is part of what constitutes "fair" processing, as referred to in Article 8(2) of the Charter.
A negative impact of these individual rights on data-intensive health research may nevertheless be reduced by taking them into account throughout the process of engineering information systems and shaping information european Journal of health law 24 (2017) 1-13 governance. Those responsible for Big Data infrastructures and projects know beforehand which rights data subjects could invoke. This is due to the decoupling of the scope of individual rights of data subjects from an interference with the right to privacy, which results in more legal certainty. Implementing technical and organisation measures to ensure that data subjects can invoke their rights and that data-protection principles are implemented is not a mere opportunity for data controllers. It also is a legal obligation laid down in Article 25 of the GDPR under the title "Data protection by design".
4.2
Safeguards beyond Individual Rights and Consent The more positive and comprehensive approach required by the right to data protection is of great importance to allow progress in data-intensive health research in a responsible way. The key strength of the system of data protection is that it does not merely rely on strengthening individual rights or consent requirements to protect and balance relevant rights and interests.
After all, individuals are often no longer able to make meaningful decisions about the use of their personal data, as a consequence of the rapidly increasing scale and complexity of data-intensive health research.32 Although efforts are made to enhance the exercise of individual control in health research by the use of online portals and engaging individuals as active participants,33 it must be recognised that individuals can only selectively choose to be engaged. 'Broad consent' models, as referred to in Recital 33 of the GDPR, do recognise this to some extent by inviting people to agree to a broad range of future data use in research. This however inevitably leads to a trade-off between obtaining consent in a simple and practicable way, and providing individuals with sufficient information and control. Moreover, strengthening individual rights and consent requirements does not necessarily, in itself, reduce the risks to which individuals are exposed. What is more, merely relying upon consent and individual rights would not only result in an ineffective protection of individuals and their interests, it could also disproportionately hamper progress in data-intensive health research.34 This is because it is often impracticable or impossible to allow individuals to exercise meaningful control over the use of their personal data in data-intensive health research. The EU legislative bodies seem to have taken these considerations into account, not only by allowing derogations in favour of scientific research from consent requirements and some of the individual rights,35 but also by requiring that such derogations should be subject to appropriate safeguards in accordance with the GDPR and the rights and freedoms of the data subject. 36 In addition, when derogating from the obligation to obtain consent for the use of special categories of personal data for scientific research purposes, Article 9(2i) of the GDPR explicitly underlines the importance of respecting the essence of the right to data protection and providing for suitable and specific safeguards by law. By means of these derogations, the EU aims to facilitate scientific research, as long as the processing of personal data is subject to appropriate conditions and safeguards set out in EU or Member State law.37 An important part of these derogations and safeguards, however, still need to be implemented in Member State law.38 It thus becomes clear that respecting the right to data protection, while sufficiently allowing for progress in data-intensive health research, requires proactive legislators. When the EU and its Member States take this positive obligation serious, the GDPR could indeed be regarded as a step forward for data protection and health research. 39 By way of contrast, the effectiveness of data protection law in regulating data-intensive health research has also been criticised. Some scholars have argued that the term personal data is poorly defined and have raised questions about what data or communications should be protected by law. 40 Others have suggested that the limits of the law should be recognised and the strengths of soft law options such as ethical guidance or professional codes should be more european Journal of health law 24 (2017) 1-13 appreciated.41 In their view, data protection law should provide for sufficiently open norms to allow for soft law instruments, such as the international governance frameworks that are currently being developed.42 The GDPR seems to meet this requirement, since Article 89(1) of the GDPR does not impose any strict safeguards on personal data processing for scientific research purposes. According to Article 89(1) of the GDPR, appropriate safeguards should "ensure that technical and organisational measures are in place in particular in order to ensure respect for the principle of data minimisation". This obligation is weakened by adding that measures of data minimisation, which may include pseudonymisation, only need to be taken when the research purposes can be fulfilled in that manner. Moreover, Article 5(1c) of the GDPR already requires similar measures of data minimisation as an overarching safeguard.
Nonetheless, Article 89(1) of the GDPR does play a pivotal role in the protection of personal data when derogations from consent or individual rights are provided in favour of health research. In addition, as long as the data processing is in accordance with this provision, the re-use of personal data for scientific research purposes is not considered to be incompatible with the principles of purpose limitation and data minimisation (Article 5(1b) of the GDPR). It is therefore striking that Article 89(1) of the GDPR only provides very limited points of departure for what specific safeguards should be in place in a research context.
Conclusion
Although the rights to privacy and data protection are closely related, they should not be considered as identical. The right to data protection adds a crucial layer of protection beyond essentially negative obligations, individual rights based on the right to privacy, and consent requirements. It aims to complement the right to privacy by positively guaranteeing a more comprehensive and harmonised system of data protection norms, which are relatively easy to enforce and comply with. Within the context of data-intensive health research, such a comprehensive system of data protection should be considered to serve two functions in european Journal of health law 24 (2017) 1-13 particular. Firstly, the aim is to provide effective overarching safeguards that secure the rights and interests of individuals, irrespective of whether the personal data processing is grounded on consent or any other legal basis. After all, merely adhering to the principle of lawfulness is never sufficient to respect the right to data protection. Secondly, such a system of data protection arranges for specific safeguards when it is necessary and proportional to derogate from consent requirements or certain individual rights. These specific safeguards are also essential to allow for the re-use of personal data in data-intensive health research, without taking heed of the principle of purpose limitation. The overarching safeguards should, amongst other things, include requirements of accountability subject to independent oversight, transparency towards data subjects and the public, ensure that data subjects can invoke their rights and data security. The issue of which specific safeguards should be provided for by law with regard to data-intensive health research remains unclear and deserves further study. After all, these specific safeguards should compensate for the loss of individual control as a result of the exceptions from individual rights and consent requirements for health research purposes. At the same time, the limits of data protection law should be recognised. Relying on the distinction between personal and non-personal data to protect privacy and other relevant rights and interests might prove to be inadequate. In addition, inflexible or static data protection laws could hamper the development of suitable information governance frameworks on the national or international scale, in which the myriad of ethical, legal, social and professional norms need to be reconciled.
